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Student Authentication for Course Credit in Distance Learning

Hiroshi Kawahara"

In order to provide school credit for class attendance and course work, Cyber University
utilizes fully integrated student authentication systems when students access their course
content and online examinations. The results of using 3G mobile phones, which are used as
one-time password devices, provide stable security measures, and have high utilization is
reported. A web camera is used as a biometric authentication monitor to capture the image
of the student’s face when the student has access to the on-line examination system. The
face image is crosschecked with the student’s pre-registered photo ID. The same web
camera is continuously used to monitor the student’s activities during the on-line exams.
Besides those authentication systems performing flawlessly, the most reliable identification of
the students is achieved during the bilateral communication by means of multimedia.
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